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How to work with SCADA by Modbus

How does Scada system read and write the 4G module?

Usually, SCADA cannot directly send Modbus message to 4G module, because 4G network does not provide
static public IP address for simcard (except VPN), For dealing with this issue, CWT provide a Modbus TCP sever
tool to work with Scada in server, it forward SCADA Modbus TCP message to 4G module, and forward responds
of 4G module to SCADA, So that realizes the connectivity of SCADA and 4G module.

CWT Modbus
Tcp server tool

Digital Input @ \ Modbus over 4G
R S e e > D

Digital Output

Analog Input :
(4-20mA) / = na———— server

Temp&Humi
Input 4G Modbus 10 Module I

SCADA

Communication process:
1. CWT 4g module build connection with Modbus TCP server according to server IP address (in this case, static
public IP address or domain is necessary for server)
Scada system send Modbus TCP request command to Modbus TCP server tool
Modbus TCP server tool forward command to CWT 4g module
CWT 4g module responds

How to set 4G module and test

1. Set server parameters

In “GPRS” page

|/ Ain ¥ +% COM tool GPRS ~»

Tool Refresh Save

set Modbus slave ID

- I Modbus address 1 I

Data transmit

Index Server address Port TCP/UDP  Data protocol Idle tim Respon Heartbeat time(sec) Heartbeat packet Register message
GPRS [ 0 121.35.322.11 8010 ]0 TCP 3: Modbus RTU slave over GPR! I 60 aaa l l RTU&123456&00 l
Basi 1 0: TCP 3: Modbus RTU slave over GPRS
2 0: TCP 3:M

*1® 1 set heartbeat time and

heartbeat packet

Set server IP and Port

set Register
message

Data protocol is save

The Port is “Modbus TCP
server tool” port, default is
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Note:

1) the register message must be setup, it’s approval for connection between gateway and “Modbus TCP server
too”, the format is RTU&123456&[ID], the [ID] is 8 numbers.
In this demo, we set register message is RTU&123456&00000001

2) The heartbeat time and packet are necessary for holding connection between gateway and server. any
characters can be heartbeat packet, and they don’t affect Modbus communication.

After setup, start the device to go to working mode.

2. Check connection in Modbus TCP server tool

Run the tool on server

%] System.Data.SQLite.dll
System.Data.SQLite.EF6.dlI
System.Data.SQLite.Ling.dll
[ System.Data.SQLite.xml
TcpTransmissionTool.exe

L1 TenTranemiccinnTnnl ava ronfin

After 4G module connect up, Modbus TCP server tool show the connection.

Config

Device list(1) Name D P Connect Last communication

state time LDRELE

Help

00000001 192. 168. 1. 162:56507 login success 2022-08-02 17:25:29

Show module ID

Show login success

3. Test by Modbus poll

Run Modbus Poll in the same server

%73 Modbus Poll - [Mbpoll1 — 0 =

[Z File Edit Connection § Connection Setup 8 x

e Choose Modbus TCP/IP

D (= E % x | D Connection / 1] 4
Tx=0:Err=0: IR=1-E3p Modbus TCRIP > Ve
No connection . .

. S Ganee! Consider there is delay over

% . 1| e 4_G network, set response

; — BT AS% timeout to 2000ms
— A =

i 5 Dt Response Timeou \

ata DIts -

H O
i MNone Parity -

5 Delay Between Polls
4 ECTI C—

7
E Rernote Modbus Server
E |P Address or Node Name
— I [z7000 | -]

Server Port
EI Modbus TCP server tool port: 8010 ]
| ]

For Help, press F1. [127.0.0.1]: 8010
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1) Read digital input

Fox example, read 4 channels of Di, slave id=1

#1 Modbus Poll - Mbpoll1

YT &R H B BR A & CWT CO., LIMITED
TEL: +86-755-26719954 | www.comwintop.com

D Hide Alias Colurnns
[ ]Address in Cell

—_

@10 Oz0 Oso O1too OF#

PLC Addresses (Base 1)
[ ]Enron/Daniel Mode

File Edit Connection Set| Read/Write Definition
~y Salve id
rDﬁE%‘K‘E Slave 1D:
[IMbpollt Functon: |01 Read Coils (0x)
Ty = 72 Err=1- 1IN = 1
Protocol address. Eg. 11 =
Enter start address 1001
(PLC Offset address) Lo
Number of
S (1000 : .
- saedic M reisters
3 Disable
. [ ] Readpwrite Disabled
: [ ] Disable on errar
6 Wiew
7 Rows
8
9
0

Readfrite Once

Choose PLC

X

e |
Cancel E@

Choose
function code 01

Apply

address

For Help, press F1.

#1 Modbus Poll - M bpoll1

File Edit Connection Setup Functions Display View Window Help

[T92:168.3.41]: 502

DBHE X ™

B 5010506 15 16 17 22 23 |TC =1 B K2

™ Mbpoll1

Tx=19:Er=0:ID=1: F=01: SR = 1000ms

Alias 0x1000

oo

s (o

B | Communication Traffic

Exit Clear Save

Copy

Tx:000034-05 7A 00 00 00 06 01 01 03 EB8 00 04
Rx:000035-05 7A 00 00 00 04 01 01 01 01

X

Log D Stop on Error DTime stamp

For Help, press F1.

[127.0.0.1]: 502
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2) Read digital output

YT &R H B BR A & CWT CO., LIMITED
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Fox example, read 4 channels of Do, slave id=1

/2 Modbus Poll - Mbpoll1

File Edit Connection Setup Functions
D& XT =0

= Mbpoll1

TX="" T

Enter start address 1101
(PLC offset address)

oW | N AW N =

—_

Read/Write Definition K
Salve id
Function: |01 Read Caoils (0] v ~annal
Choose
nmnss 1101 Protocol address. Eg. 11 > 1
Quantity: |4
Number of
1000 3 .
Scan Rate: [m reisters Apply
Disable

[ ]Readpwiite Disabled

[ ] Disable on error Read/write Once

e
Choose PLC
address

Rows

@10 Ozo0 Oso Ortoo O

D Hide Alias Colurnns
[ ]Address in Cell

PLZ Addresses (Base 1)
[ ]Enron/Daniel Mode

function code 01

e

For Help, press F1.

[192.168.3.41]: 502

/2 Modbus Poll - Mbpoll1

File Edit Connection Setup Functions Display View Window Help

DEEE X T Ea 0

05 06 15 16 17 22 23

Tcll 7 N2

= Mbpoll1

Tx=22.Er=0:ID=1: F=01:. SR =1000ms
Alias 0x1100
1 1
2 0
3 0
4 1
5
B ' Communication Traffic X
Bxit Ll Save Copy Log [ Istop on Error [ Time stamp

Tx:000036-05 CA 00 00 00 06 01 01 04 4C 00 04
Rx:000037-05 CcA 00 00 00 04 01 01 01 09

For Help, press F1.
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3) Read analog input

Fox example, read 4 channels of Ai, slave id=1

Modbus Poll - Mbpoll1 . .
EL P Read/Write Definitior X -
File Edit Connection Setup Functions Displ Salve id
DEE& X[ EE o swn [
Mbpoll1 Function: |08 Fead Holding Registers (4x) ‘ [ roneal | Erﬁ
Tx =408 1 s [1001 Protocol address. E.g 40| NOOSE
Enter start address 1001 - - OGO ERRIEES. 50 function code 03
(Offset address) 1 cuartty: [8
1 12.7655 Scan Rate: l Number i
2 -- Disable reisters
3 13.9982 [ | Read/write Disabled
4 - [ ] Disable on error
5 111211 Wiz
J - Rows Choose PLC
7 15.9527 @10 Oz Ose Oroo address
8 - [ ] Hids Alias Columns [v] PLC Addresses (Base 1)
9 DAddress in Cell D Enron/Daniel Mode
10
For Help, press F1. Port 1: 4800-8-N-1 4
Choose 32 Bit Float
#1 Modbus Poll - Mbpoll1 — O X
File Edit Connection Setup Functions Display View Window Help
el é‘ » ‘ M= El‘ [ Colors.. Alt+Shift+C
1 Font.. Alt+Shift+F
650 Em=1 D=1 F=05 SR. Signed Alt+Shift+S izl
x=0oUEm="110=1F=05 Unsigned Alt+Shift+U
Alias 2451000 Hex - ASCII Alt+Shift+H ~
] Binary Alt+Shift+B
> 32 Bit signed >
3 0 32 Bit Unsigned >
4 0 64 Bit Signed >
5 0 64 Bit Unsigned >
7 0 64 Bit Double > Little-endian
8 0 . PLC Addresses (Base 1) Big-endian byte swap
_ Protocol Addresses (Base 0) _
Error Counters F11

Communication...
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&% Modbus Poll - Mbpoll1 — Ol X
File Edit Connection Setup Functions Display View Window Help

DEEES/X ™ 55 110506151617 22 23|TCl P K2
[ Mbpoll1 E@'

Tx=208:Err=0:ID=1:F=03: SR =1000ms
Alias Ax1000
1 12.7652
2 -
3 13.9982
4 _
5 11.1211
6 _
7 159527
| Communication Traffic X
Exit Clear Save Copy Log [ ]stop on Error [_] Time stamp

1-06 A9 00 00 00 06 01 03 03 E8 00 08
2-06 AS 00 00 00 13 01 03 10 3E 42 41 4C F8 Al 41 5F FO 07 41 31 3E 42 41 7F

4) Read temperature input

Fox example, read 4 channels of Ti, slave id=1

‘ 271 Modbus Poll - Mbpoll1 — O X
| File Edit Connection Setup Functions Display View Window Help

D @ E %‘ x ‘ D _I;,j_ _@‘ || Read/Write Definition %
Salve id

: =]
M Enter start address 1501 o E@

Tx =173z

(Offset address) - |08 Read Holding Registers (4x) v Cancel
Aliasl X15001 4ggrece: Protocol address. E.g 400, Choose
1 25795 function code 03
Quantity: _
2 16707 - Number of
| 3] 25166 Scan Rate: [ms] reisters Apply
4] 16739| Disable
5 11062| [ Readpwtite Disabled
_6 16794 [] Disable on error Readirite Once
| 7] 12688 view
- 8| 16750 Rows Choose PLC
9 @10 O20 Oso Ot OF address
10 [ ] Hide Alias Columns PLC Addresses (Base 1)
[ ] Address in Cell [ ] Enron/Daniel Mode
|F0r Help, press F1. Port 1: 4800-8-N-1
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Choose 32 Bit Float

1 Modbus Poll - Mbpoll1 — O X
File Edit Connection Setup Functions Display View Window Help
. ~ = .
D = E %‘ }{' ‘ D H E‘ T Colors... Alt+Shift+C
f = Font... Alt+Shift+F
e SR. Signed Alt+Shift+S — O
x=650: Er=1:1D=1:F=03:
Unsigned Alt+Shift+U
Alias 251000 Hex - ASCII Alt+Shift+H =
] Binary Alt+Shift+B
5 32 Bit signed N
3 0 32 Bit Unsigned >
4 0 64 Bit Signed >
5 0 64 Bit Unsigned >
7 0 64 Bit Double > Little-endian
8 0 . PLC Addresses (Base 1) Big-endian byte swap
. Protocol Addresses (Base 0)
Error Counters F11
Communication...
&1 Modbus Poll - Mbpoll1 — O X

File Edit Connection Setup Functions Display View Window Help

DNDEE&E/X TS5 110506151617 22 23 TCh] P A2
AP [SE[]

Tx=173:Err=0:1D =1: F =03: SR = 1000ms
Alias 4x1500
1 122121
2 -
3 14.2115
4 _
5 19.2711
6 -
7 14.8871
Communication Traffic X
Exit ‘ | Continue | ‘ Clear ‘ ‘ Save ‘ ‘ Copy ‘ ‘ Log ‘ DS‘[op on Error DTime stamp
»—07 E1 00 00 00 06 01 03 05 DC 00 08 ~ L
'-07 E1 00 00 00 13 01 03 10 64 C3 41 43 62 4E 41 63 2B 36 41 9A 31 90 41 6E Y|
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Modbus poll connection is shown in Modbus TCP to RTU tool

Config
Device list(2) Last
Name 1D P g naCE commumication Operate
state -
Help time
. data 2022-08-02
1 00000001 162,160 1. 16286507 | S . | S
. . data 2022-08-02
2 127.0.0.1:57331  127.0.0. 1:57331 i D st

It’s Modbus poll connection
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